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-'I. 'l"h MUT tTlll'l.h M6.?",!. 1,11'1-)-') {ftl,,!')e; pursuant to Article 5 and Art icle 34 of the Definition of 

'r"l~C (lOO(J){\') ' o (J) "! (J)- A'P:e:· 'h'T'C ZUMm.!: Powers and Duties of the Executive Organs of the Federal 

A lOP)\' r,o he; 1,)4'0 flEi . unu',:·)· ~. l)') Y. ')·O Democrat ic Republ ic of Ethiopia Proclamation No. 

A (J)-l' :1: tI :: 69 112010. 

Ii . A'I."C CM L Short Title 
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.1'. I 11 (J)-{f l' : - requires : 
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i.'1 "fh."&:C"'I.7i'> y.u" 'I'),,, "'It'd, !,: I&·:C°'l.7i'> 

0'''1.!ln (\.f} fl·)· T fI "'I. Fl'/""} fl·) · T f1"'1.h "'n: 
fl·)·,> f1"'1.r'lt-"l."f1·)· w,.,.·)· ·IN"I'I.'t-I:'p 

h"'I..P<'Im· 

',ar l 

"'I.f1 l' t· 'P. '/'/: 'I ,; 

l' ,!p·r·".)' unmo'r 
"f h.·I~:C"'l. 7i'i ""r'l (. 'I-

'/;1\./\<70, 'I.th ?i')'P f 1l:}(,:CO~. ?i') /,"'I.'I.h:ri·1 

'/;h '~I'I"p.:) , fp..I,f1;ri'itl !,:) (;:C"'~O'I'> 

f/"l\.h·)·C' "'I"h'l;h p"'l.~.h,o') f1C'l·n··'1 

)'" ,/:tlr,~ fY.UTr) · "uN../· tlml'j-') .r'm.:h~'l/'\' 

(;/ "('I':'&';C"'!, ?i'). l' .:1")." "'In') ' I'<'IY,OC'; 

fA.I\./l'l·C' "'I'7~.·/;h ·/;/I';'t'I,,:q.?'l·1 ),<,. 

f1CIl'Y')'··) f1oumn" O-f1'Lt·'P. 1")-<["):' 

f1U7 ou"'7f1;J-'P. f1CIl·/: ),,; fII~'):r- fI 'I ,tlf!'o' 

"l~ f"'l.t'I'/IIC l' ,!p.). ~ ar, 

U "h?T·r·'7t-&," "'11'1.). h;J-!lnar ./.,/,q~ (j)'''l]' 

ourulh')'') . "'il'1" f1ar ),'I-'lJ"tflor (j)~?" 

),'I-'I)?'I'f,/.ar f"'l,J'f1ltl fY"f1mt- <'I,e:)f1 'I(j)" 

1,1 ",/:tlr,~ f Y.u'I'd · uvr'l(.·/· tl°~') ' " "'11'1')' 

f"'l.r'lt· eLl.ar h.x:C"'(ri'l Y.u·I'd· ),,; 

f'''lh.ar,> f'/"PIl,e, "'1')'1')' ')'lili t'l~" I')' 

f '/'mO,p ), ,)PdfJ f''''I.YfI )··tI f Y. uTd· 

ovl\(,'I' tI"'I') ' 'Iar, 

:j;1 "oj:tI'): '1'1:9"" "'11'1.). f'1l:H.:C"'I.O'),> 

f' Il. ,)"C"'I. 0') ovt'l(,'I- tI "'I') ' .r. u'n')' 

t'IM.;J h'I';Jt'lm f1'O'Lt-'l? 1',»<{n:r .. l'U7/·n 

Y. U')~'r I)~ h<]:'/'~: 7'-'1')' t'I,YovrT) f"'l. ):tI 

f'h. ,)6: C"'I. 0') . ",,!l(.·I· tl°~')' .r.u'l'd·') 

1'I"'I(.;J7T f"'l.Y.(''7 f,?9"7"'1C,' /I·) .. )·tI 

·1·oIIlC (un ''''t;'''I'P. I'lc'}(,';C"'J,'ri') 

Y.U'I'I·)· 7'1'1. t\. fP): ),'> 1l;J-')-'lCP.:): 'n'Lt-T 

y'(.p.:far') fmn'~ OVU"I") "'1(, 71 l' c,' 

Mt.'l7. f),C9"')' ),C9"P.fP:):'1 ),·IP,.mM. 

"'I.e: (. '1 'I ar , 

"f' P,M 1',;.)." "'11'1,). I' 1l:I&:C"'I. 0'1 ),c,' 

f Il:)~: C"'I.'ri'1 ovr'l(' 'I' 

'1·;JI)"l." 'd,') t'I"'1(.;J71' 

tl°?')' Y.u'l'd· 

mY. h.')&:C"'(o') 

f1CIl'I: r'lC') f'ov"Ill ,). ov·ht-'o' 'TDt'ltI 

llt-fPl') f"'lh,>(j)') '1''1I]C 'In~, 

IN °7'1';:(j)'9" Om·I.~· )l,;J- \"1'71'100)' 1'f1.')·')?" 

,eet.L?" t·/.\:: 

31 '"information security" means securing infor-

mati on from attacks that obliterate its integrity. 

confidentiality and availability while collecting. 

processing, preserving and communicating; 

41 "information infrastructure" includes telcco-

I11mun ication, informati on communication tcch-

nology. geospat ial information and electro

magnetic communication systems and public key 

infrastructure; 

51 "information attack" means attack against the 

national interest, constitutional order and nation's 

psychology by us ing cyber and electromagnetic 

technologies and systems; 

61 "cryptography" means a science of coding 

messages so that they cannot be read or altered by 

anyone other than the intended recipient; 

71 "public kcy in frastructure" means critical security 

infraslructure that enable to secure the transferred 

message integrity and verify the identity of the 

sender and rccipient; 

81 "critical infrastructure" mcans a critical 

in frastructure that will have considerable dJrnagc 

on the national interest and public safety if its 

information and information in frastructure 
, 

security become vulnerable to a threat; / 

91 "audit" means monitoring and evaluatin g 

information and information infrastructure 

sccurity to assess the adequacy of system control 

to ensurc that the institutional information security 

policies and operational procedures comply with 

national standards and th~t necessary measures are 

laken; 

101 "'assessment" includes conducting penetration test 

and simil ar activities to ensure the vulnerability 

of information and information infrastructure 

st:curity; 

II I allY cxprt:ssion in the mascu line gender incluues 

the feminine. 
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E. ~'J'.1,) ""**9" 
iii flc')(':C"'L7i') t7DL·fl J'.V')'/,)· A.)!'ir'I. (hll.V 

11)."1 "n.)!HI." ~N~tI I""l.mt·) 1'0''1 
tlar'i'l' J'tI(I)' t·!l·') 1';J:tI I'<n")''lll')' (TOllt)' 
/1, :1' if';' OII.V .I':)·fl 1,).1'.1'; 'hN:a<},tI:: 

!U lb)!,tI.ar " . m t " '/: tI m T <'I f? "'l. ',.11 .) . .;. 
j',if')tI:: 

ii. 'P,) t7D1lt! fl.'} 
Ylb)!·)(I.(I)- 'P'; {Tu!lt;' (\.'). (I !I~lll I.rl'i 'U";' 

A ,.I'. M6. <'I1.~'I: 11'''l'O:':(I)-9'' 1"'fJ:t- 'rC''''l'J: 
t7Dllt! fl.,) , tlSt.ar j',:):<'ItI: : 

[; . 'I <'I "'l 

lb)!'}(I,ar f"'l.h,, · tI .. )· 'l <'l "'l,sv): f?';'~. ;J-tl :-

!il fl 111 t,,: 'T"P'l":y. <'If? r"'l.!l)II~. n:H,:C"'l,7i') 

'T' ,!Pf, :y.') t7DMhM- M4-'/~ 9"<'I7i t7Dllm,)-j 

ltl flc ,(':C"'L7i'),; 1'1, ,(':C"'L7i'i t7DflL'I' tI"'l 

.y.:y.') !"u·)~,) · fl"'lt.;J'/'T' flllt'I:') fM9"r 

fP'.'l"ht·fI. r faot\ll?" M·I ·P'.I'.C'O l'tI"7')' 

t7DC'1 "l'flcl "'lM.'!."'l.! A ')P,.if~· "'l1lJ't.I :: 

1. flb)!')(I,ar Iltl"l,),) 1'''l~C 

A,)!')!l.ar f"'l.l1·h'l") · Ilt.l"l'i'; 'I·~t··)· f?'~~.:J't.I :-
!il (11, ,)(':C"'l,7i')'O !,:)(':C"'L7i') t7DfI{:-I' t.I"7} 

.1'. v')~·)· lI·t./' ao')"lll')" ,P"'lht-tl , h"'l.ao 
tlh;J-'far A~<'I ')' .?C flt7D'~,))! ')'9" flaoJ'.flr,''O 

' ao.l'.flr,' ~tlif~ ' t7D')l,1q: II1t·7? I'!,:)(,';C 
"'L 7i ') ,r, V')', ,) · '},!P '1 ' U tiS I, ') P,. 6. m C 

./'J'.C.?tI , 
!U fllc ')(,: C"'1.7i') t7D!lL'I ' tl m / ,) . .I'.U')'/,)·o,· 

fllc ')(':C"'L7i') I> Tt.7i ') ,~tJ';'tI-}t,sv:r IIC',: 

'T''O')'')') 9"C9"C') aoflt.·)· ./'J'.t.l Nt.lfJ: 

' r'l:"'l') ' ') AT?" M~~tI, ' 
EI I' 1c,)b.C"'L 7i/'1 I'll. ,)(,:C"'L 7i/ t7Dfll-I' tI"'l')") 

J'.U')~')' tI"'ll.?1'T' f"'l.Pllltl· fj'l.t-'l? 
;T'tI.fI.,sv):') r v'H')'1 1l;J- ')P,CF.):') J'1I.?:P,tI, 
fl. OJ'.' 'I: 9" '1'6. '1"'l.',;J-:l'ar') j',h;J--I ' IItI, 

§I 4?tI<t: ," ' 'I:'''l') ' fl ·fl'l.t-'l? fh:)C:C"'L7i') 
J'.V')~,)· TtI.flS Il;J-VIC.~· <'If? N aoflt.·,· 
ft7Dt.:<l J'. V')'/,) · T tI.!lS 1l;J-')P,C.~· A ')P,S 
t-far f?!'."l1.tI , fl',,},)r,'(I)'9" 1.1l V',:'I"rc'; 
fP,M 'T''1') ' .PJ'.C.?tI r fJ'.U')'/,)' fl:J+ .eLY. 
t'!C·I·'l.h,} J?fI"ltl (l)j',9" flM-:y. II~II')' 
A ')P,.fI'T' ar hN; j',fI"ltl , ,,:tI fJ: IIMY't· 
'/''I:'''l') '9" M&.<'I1.(I)- ') J'.' ;.>r,: j',!l'f]t.I, 

(;/ n I17t·,: 1'°'1.'(1· I'lltT'Y' ·':t.ll;;"·') )'!I'" 
P'.~·t-tl, fhtT'Y· 9"C·y.:):-) l,m;J""9"'; 
llararC f?·Y'''lmt-tl, 

7,1 OJ J'. 111 C I' "'l. 7 fl'<; h 111 C \' "'l. (I) m· I' h. X; 
C"'L Ii') l,o~.'t.l17i')r I' aot.:P, h ', 'J:c,' 6,,sv :Y.'; 
n:n:C"'L '/i') ,\':1") . .,; tI';· tI"li.P' ··j'· (HI 'U J /? 
J'.V')~ ·) · <'If? tI.J'llh·)·tI· yo'!.:y.tI .. )··) /,Y.;.> 
ht7Dh<'lhtl h,)lIC h"'l.t7Dtlh;J-'far hll'l')' ;.>C 
flt7D·~c;~:-). j'"F>"lmt·tI, 
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3. Re- cstoblishment 

II The Inrormation Network Security Agency 

(hereinafter the "Agency") is hereby re-established 

as an au tonomous public agency having its own 

legal personali ty. 

21 The Agency shall be accountable to the Prime 

Minister. 

4. " cad O ffice 

The Agency shall have its head office. in Addis Ababa, 

and Illay have branch offices elsewhere as may be 

necessary. " ,~. 
5. Objectives 

The Agency shall have the following objectives : 

II to defend and take counter measures against 

information attacks targeted at the national interest; 

21 to ensure the securi ty or inrormation and 

information infrastructures to facilitate their use for 

the implementation of the country's peace, 

democratization, good governance and 

development programs. 

6. Powers and Duties of the Agency 

The Agency shall have the powers and duties to: 

11 advise the government on in formati on an d 

informat ion infrastructure security; crente 

information security awareness through formal and 

informal ways in collaborat ion with the concerned 

authorities; 

21 based on rescareh and development, bui ld the 

capacity or critical infrastructures on the areas of 

information infrastructure security and informati on 

operation technologies; , 

31 formulate national policies, laws and standards that 

enable to ensure information and inrormation 

infrastructure security and monitor their 

enforccmcnt upon approval; 

41 support critical infrastructures to develop 

information security policy and standards based on 

nationa l information security pol icy and standards: 

conduct, at any time, auditing and assessment, and 

prov ide security sta!1dards approval certifi ca te or 

de lcgate other bodies to perrorm such fu nc ti ons; 

and in add ition, provide appropriate support for 

institutions other than critical in frastructurcs: 

51 admin ister crypto keys that ex ist in the country and 

monitor crypto products and movements; 

61 in cooperation with the concerned auth orities. 

contro l the import and export of information 

communication, information Sl:ll snr and 

information attack technologies with rcsrcct to 

avoidance of tlireat to national security; 

www.chilot.me
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1,1 Ibll.h')-C' "'1"/'I"th,}<; Vp""O,1h 7i') ,W~ 1'1-

:<t p> 'f. '} 0 UD m n " 0 'O'U-'!? 'N' '1" ): ~' 0 II, 'n' 
.l'.U')~,) - ~j!. V""I.A',tI<;. 'T' :I',n'') Aanh~hA 

M._ ~1.(])-'} )'C9":<l J'-()lMtI i O"'ovlm

.I'."OC 11M \"OU-'!? .l'.U'}'r) ' !l;>')- ),,).'/>!l:l'(j,p>:)' 

lI.t)' ov<'.}l'j ,f'.(\Il!l~A ' y,"-'r) ,r,tI' n'~/,m' 

Ah"-(])- ),llA )''''C~tI i h'l-'UH" nO'j';!' 

'/ J'-t'1-1' -j;h~.I1'!? ,~;>~ g,Anltl i 

1;1 VA. ,&:C"'l,7i/ t,u~, ~,lh7i') ,~tl';,n·:<lYi ";1\.1' 
""I. ~,h, 7i" Ouom'~9" I'~,t,?an , ()l·!l·M,O 

()l'}J>:t'1-'f'') Ouoh;r'/'t\' OanuuCuoCr, ·/'rn" 
"ltP>:)'-') Au"} ou~,}<'.,O <'.7.fI.· ha>/,uDtlIi;J.:r' (])

),}l~') ' ;>C "'~l1C' y,lJ't·tI' .fI.';>fj: y,n"l tI i 
f'1.ml';~9" Y-'l)t;!'A &': <'. ')f'1.h ,"Cuot· ,r: ;:>,,: 

J'- A "l tI i 
iiI l1'Lt-'l? vpr'T.f."·C~· i'p'''TI~''' C ant.·n 

.I'.',)H'i' . )'J'.;> l / "/'J';.~ ')·<; 9"<'\7i Am, "/l1l 

'/ J'-tl N:>f:~A i 
II O'I·tI)'p(])- lI·t)' 117t·'P'<; M9" Id'1.'!? 

.J.,)f.")-') .1',.1. 'l'(' ·A ' 
Iii! A ""I. A m (])- V )" '} (;: C "'l, 7i, r, I,:) (;: C "'110 

ov(j(;'r tI~,), Y.u,',,)·, r'c')'<; !,lt1"/n''')' 

an 'J"/ !l') ' n~, )' OJfll OJ. ov uo tj' un ,1' t. ,)
'/'an"l"l'l tl~J' )'!lhfj:~A i 

HI 1"1l1l r ~nn.+ J'-If<; tI, (])-tI M"r~tI ' 
O!lov· J'-h<'ltl ' J'-hMtI' 

IE! ~~"'1(])--) n"'1 l)lI') ' YU1.{.-'l. n,n·:)' " " ,o>/!':. 

r "i ~ t- ,)-, )' h r, (])- <; A :: 

1. r ",;e:'M. (])- M 9" 

1b)':,)f'1.(])- :-
['1 Oov')"/!l')' 1''''1,i'iuo' ),')Y: '1" ; P,y.t,tl'l·" ),r, 

)")Y, ldlt,~7.'1'I: 9"1I-) ' A 'pr, P,y,(..h ·U:·:r- i), '; 

~I M t A7.0l- 1'1(,.,/.'1'1' i 

J'-" <;. ;r tI :: 

~. r'1'<;(])- -'l?-':'h-f'C !l tl"l,)<; r'?(]C 
iiI 'P<; p'y,,:,/1,,'<' V".!':')A,(])- 'P~' flt- M t .lI"'/. 

~I 

If';' 1'1b),: ')f'1.m·') !l(,.:»:)'- y.un (,. A , .e!l'" 

-'l,~t·tI :: 

Otlu ),')</,;J,' ')Ml ),'H)I," (ii) y,/'anAI1'/'m' 

),m:l'~J'- ,,', ;>7C 1')Y.-/'mO'" (f(;' (P(; 

-'lJ'-':'h'/'<;': -

II) 

1'1) 

OIl,U Y."O ,,'H;J,' 7; 1""UOIlI1" : ')") 

V IbJ::, fl. (])- ') i1tVln~' "."/~t-,). OM· 

~J'- )'ar~A' 

V!l,J::')fl.m" 1P(~ 'r7f'1' O.i .. ~ .. (.·tI flJi.tI 

nCn~tl (',,"/-f- an/Jlt.·" ~\'i·~.V · ?" 0 ' /: (.\ (1 : 

I' ",),: ')t'1,O), " 'A),I ' ~J'. 1""/,"' '''/-;' 
(]nrn>·.e :»:)"') 1't.,Y .. t·tI fl,n,A ilOi.!l 

,),71'') OVIJ' <'.;!-T. u or:tf 5"';f- ,,·II,)·n .. 
nt70"}"?/»r). nO '7. 71.('::" (TOUo/ .. e rrnfJlI.+ 

,f'.1·'I'(,·tI' J'!l,,·P,.v:t·A ! 

71 take appropriate measures to defend attacks made 

against national interest and publ ic safety using 

electromagnetic and communication technologies; 

collect, analyze, and di sseminate filtered 
, 

information on a selected cross-border intelli-

gencc, terror and war threats and provide technical 

support for security forces; 

81 cooperate with and provide sllpport to the 

appropriate bodies in monitoring and investigat ing 

complex crimes committed using informat ion 

communication technology and tel ecommunicat ion 

and in bringing suspects before the la \\'; and 

prov ide, upon request, digital forensic 

investigation support to them; 

91 establi sh nat ional computer and computer network 

emergency readiness and response task force; 

101 create national and international collaboration 

consi dering its mission; 

II I charge, in accordance with directive to be issued 

by the government, commensurate fce for the 

information and information infrastructure 

sccurity products and serv ices it provides; 

12/ own properties, enter in to contracts, sue and be 

slIcd in its own name; 
13/ pcrform such other rel ated activities conduci ve to 

the fulfil lment of its objectives. 

7. Organization of the Agency 

The Agency shal l have: 
1/ a Di rector General and, as may be necessary, 

Deputy Director General s to be appointed by the 

gov~rnrncl1t; and 
21 the necessary staff. 

8. PO\\'c rs an d Duties of the Director Gen eral 

II The Director Genera l sha ll be the chief e,cell ti "c 

21 

o nicer of the Agency and shall di rect and 

admini ster the activities or the Agency. 

Without lim iting the genera li ty stated in sub-art 

(I) of this Art icle, the Director General shall: 

a) exerc ise the powers and duti es of the Agency 

spec ified under Article 6 of this Regul ation: 

b) employ and administer employees of the 

Agency in accordance with the federal ci\'il 

'service IJws and, in the case of C1Tl (1 loyees 

engaged in the corc functions of the Agency, 

in accordance with directive approved by the 

government f'o\1owing the basic pri nciples or 
the federal civ il serv ice laws; 
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c) pn:pafc the.:: work program and budget nr thL' 

Agency and implement same up on approval; 

d) effect payment in accordance with the 

approved budget of the Agency; 

c) represent the Agency in al) its dealings with 

third parti es; 

I) prepare thc opcrational and financial reports 

of the Agency. 
3.' The Director General may delegate part of his 

powers and duties to other officers and 

employees of the Agency to the extent necessary 
for the efficicnt performance of the activities of 

the Agency. 

9 . l11Hh!ct 
The Agency's budget shall be allocated by the 

government. 

10. Books of Accounts 
II The Agency shall keep complete and accurate 

books of accounts. 
21 The books of account and financ ial documents of 

the Agency shall be audited annually by the 

Auditor General or by auditors designated by the 

Auditor Gcneral. 

II. Repealed Regulation 
The Information Network Security Agency 
Establishment Council of Ministers Regulation No. 

130/2006 is hereby repealed. 

12. Dutv to Cooperate 
Every concerned body shall have the obligation to 

cooperate with the Agency in exercising its powers 

and duties pursuant to this Regulation. 

13. Effective date 
This Regulat ion shall enter into force on the date of 

publication in the Federal Negarit Gazeta. 

Done at Add is Ababa, th is 29" day of August. 2011 

MELES ZENA WI 

PR/il/E MINISTER OF THE FEDERAL DOIOCR,ITlC 

REPUBLIC OF ETHIOPIA 

, 

www.chilot.me


	information network security agency0001
	information network security agency0002
	information network security agency0004
	information network security agency0005
	information network security agency0003



